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K 00s13aTebHON HH(pOpMaLUn
JUIs pa3MEeIeHHs Ha caiTe

NHOOPMALIMOHHASA ITAMATKA
JJIA OBYUYAIOIIUXCSA JJIAA PASMEIHIEHUSA
HA OOUIINAJBHBIX HHTEPHET-PECYPCAX

C kaxaplM TOJOM MOJIOACKH B HWHTEPHETE CTAHOBUTHCS OoOJbIIe, a
IIKOJBHUKM OJIHM W3 CaMbIX AaKTUBHBIX MOJib3oBaTesneil PyHeta. Mexny Tew,
MOMUMO OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET U MPOOJIEMEI.
OTa nmamsTKa 10HKHA TOMOYb Tebe 0€30MacHO HAXOUTHCS B CETH.

KomrnbrorepHbie BUPYCHI

KomnbtoTepHblii BUPYC - 3TO Pa3HOBUAHOCTh KOMIBIOTEPHBIX MPOTPaAMM,
OTJIMYUTEIIBHOW OCOOCHHOCTHIO KOTOPOH SIBJIIETCS CIIOCOOHOCThH K Pa3MHOXKEHUIO.
B ngonosiHeHue K 3TOMY, BUPYChl MOTYT MOBPEIUTH WJIM MOJHOCTHIO YHUYTOXKHUTH
Bce (haiiibl ¥ JaHHBIE, TTOJAKOHTPOJIbHBIC MOJIb30BATE0, OT UMEHU KOTOPOTO ObLTa
3amyllieHa 3apa)KeHHasi NporpaMma, a TakKe MOBPEAUTh WIM AK€ YHUUYTOXKHUTh
OTIEpAllMOHHYI0 CUCTEMY CO BceMHU (ailamu B 1eioM. B OONBIIMHCTBE Cly4yaeB
pPacIpOCTPAHSIOTCS] BUPYCHI YEPE3 UHTEPHET.

Metozsl 3aIUThI OT BPEJOHOCHBIX ITPOTPaMM:

. Hcrons3yldi COBpPEMEHHBIE ONEPALMOHHBIE CHCTEMBI, HMEIOIIUE
CEPBhE3HBI YPOBEHD 3aIIUTHI OT BPEJOHOCHBIX MPOrPaAMM;

2. TloctosiHHO ycraHaBnuBail mnayTh (UU(pPOBBIE 3aruUIaTKH, KOTOpPHIE
aBTOMATHUYECKH YCTAHABIMBAIOTCS C IEJIbI0 JOPAOOTKM MPOrpaMMbl) U ApPyTHE
OOHOBJICHHSI CBOEH omepanioHHOW cucrteMmbl. CkauumBaii WX TOJBKO C
opunpampHoro cadra paspadorumka OC. Ecimm cymecTtByeT — pexXum
aBTOMATHUYECKOTO OOHOBJICHHUS, BKIIOUH €T0;

3. Pabotaii Ha cBOeM KOMIIbIOTEpE TMOJ MpaBaMU IMOJH30BATENSI, a HE
aIMUHUCTpATOpa. ITO HE IMO3BOJUT OOJBIIUHCTBY BPEAOHOCHBIX MPOTPaAMM
MHCTAJUIMPOBATHCS. HA TBOEM IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnonb3yil aHTUBHUPYCHBIE NIPOrpaMMHBIE MPOAYKTHI H3BECTHBIX
MIPOM3BOIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpaanyb HU3NIECKUHN JOCTYI K KOMITBIOTEPY JJIS IOCTOPOHHUX JIHUII;

6. Vcmonp3yit BHEMIHWE HOCUTENN WHGOpMAINH, TaKue Kak (Quielka, AUCK
uiM (Gaiin u3 MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHHUKOB,;

7. He oTkpwiBali KOMMBIOTEPHBIC (HaWIIbl, MOJYYCHHBIE W3 HEHAICKHBIX
ucTouHUKOB. Jlaxke Te pailybl, KOTOpBIE MPUCTA TBOW 3HAKOMBIN. Jlydie yrounu
y HEro, OTIPAaBJIsI JIM OH TeOe UX.

Cetu WI-FI

Wi-Fi - 310 He BuJ Iepeaaun JaHHBIX, HE TEXHOJIOTHUs, a BCETo JIMIIb OpeHI,
Mapka. Eme B 1991 rogy HuuepnaHickass KOMIIAHHMSI 3aperucTpupoBaia OpeH



"WECA", uyto o06o3Hauano caoBocouyetanue "Wireless Fidelity", kotopsliii
NepeBoIUTCA Kak "OecrpoBOIHASI TOYHOCTD .

Jlo Hailero BpeMeHH Jioluia apyras abopeBuatypa, KoTopas sIBISIETCS TaKOH
ke TexHojorueu. Jto aboOpeBmatypa "Wi-Fi". Takoe Ha3zBaHue ObLIO JaHO C
HAMEKOM Ha CTaHAapT BbIclied 3BykoBoMl Texnuku Hi-Fi, uro B mnepeBoje
03Hayaer ""BbICOKAas TOYHOCTH'.

Jla, GecriaTHBIM MHTEPHET-AO0CTYI B Kade, OTeNsIX U adpornopTax SBISIETCS
OTJINYHOM BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HOo MHOTHE 3KCIEepThl CUUTAIOT,
yT0 obmeaoctynubie Wi-Fi ceTu He sSBIsAOTCS 0€30MacHbIMHU.

CoBeThl 10 0€30MacHOCTH pabOTHI B 00IIEA0CTYHBIX ceTsiX Wi-fi:

1. He nepenagaii cBoro MnuHyto nHGOpMAIHIO Yyepe3 obiieaoctynabie Wi-Fi
cetu. PaboTtas B HUX, JKeJlaTebHO HE BBOJUTH MApPOJIU JIOCTYIIA, JOTUHBI U KaKue-
TO HOMEPA;

2. Vcnionb3yil 1 OOHOBIIAM aHTUBUPYCHBIE MPOTrpaMMBbI U OpaHamayep. Tem
caMbIM Thl 00€30MacHIllb ce0sl OT 3aKaYyKu BUpyca Ha TBOE YCTPOMCTBO;

3. Ilpu wucnonb3oBanuu Wi-Fi oTkimoun ¢ynkuuio "OOmmui goctym kK
daiinam u npuntepam". JlaHHas (QyHKIMA 3aKphITa MO YMOJIYAHHIO, OJIHAKO
HEKOTOpbIE MOJIb30BaTeNIN aKTUBUPYIOT €€ IJIs YA00CTBa HCIOIb30BaHMs B paboTe
i yueoe;

4. He wucnonp3yét nyonuuneiii WI-FI nns nepepgaum Iu4HBIX JaHHBIX,
HaIpuMep U1l BBIXOA B COLMAJIBHBIE CETU WIIN B 3JIEKTPOHHYIO MOYTY;

5. Ucnonp3yi# ToJIbKO 3aiuiieHHoe coeaunenue uepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoau umeHHO "https://";

6. B moOuiasHOM Tenedone otkaoun ¢yHkiuoo "Tloakmouenne k Wi-Fi
apromatnuecku". He momyckail aBTOMaTHYECKOTO MOAKIIOYEHHSI YCTPOWCTBA K
cetsim Wi-Fi 6e3 TBoero cormacusi.

CorimanbHble CETH

CornmanbHble CETH aKTUBHO BXOJST B HAIy KH3Hb, MHOTHE JIFOAN paOOTaOT
U )KUBYT TaM IIOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MuuiMap;] 4eJ0BeK,
YTO ABJISETCS OJHOM CEIBMOM BCEX JKUTEIEN IUIaHeThl. MHOTHE IT0JIL30BaTEIN HE
MOHUMAIOT, YTO WH(pOpMaIUs, pa3MEIIeHHass UMH B COITMAIBHBIX CETIX, MOXKET
ObITh HalJieHA W WMCIOJb30BaHa KEM YrOJHO, B TOM YHCIIE HE 0053aTelIbHO C
OJlaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI 110 OE30MaCHOCTU B COLIMATBHBIX CETAX:

1. Orpanuyp crnmcok Jpy3ei. Y TeOs B JApy3biIX HE JODKHO OBITH
CIIy4allHbIX U HE3HAKOMBIX JIFOJIEH;

2. 3ammimand CBOI YacTHYIO XKH3Hb. He ykasweiBail mapomnm, TenegoHsI,
aapeca, JaTy TBOEro pOXKACHUS M JpPYryl0 JIMYHYIO  UH(OpMalHIo.
370YMBITIUICHHUKH MOTYT UCIOJIb30BaTh Jake HHPOPMAIIHIO O TOM, KaK Thl U TBOH
POAUTEINHN IUIAHUPYETE MPOBECTU KAHUKYJIBL;

3. 3amuiiail CBOIO peMyTalyio - JEp)KH €€ B YUCTOTE M 3ajaBail cebe
BOIIPOC: XOTeJ ObI Thl, YTOOBI APYTUe MOJIb30BATEIN BUICIH, YTO Thl 3arpyKaeliib?
[Togymaii, mpex/ie 4eM 4TO-TO OMYyOJIMKOBATh, HAITUCATh U 3arPy3UTh;



4. Ecia Thl TOBOPHULIB C JIFOABMHU, KOTOPBIX HE 3HACIIb, HE UCIOJIb3YHl CBOE
peasbHOEe UMS U APYTYIO JUYHYI0 UHGOPMALUU: UMS, MECTO KUTEIhCTBA, MECTO
y4eObl U Mpoyee;

5. N36erait pasmemienust pororpaduit B MaTepHeTe, r1e Thl U300pa’keH Ha
MECTHOCTH, [0 KOTOPOW MOKHO OINPEICIIUTh TBOE MECTOIOIOKEHHUE;

6. Ilpu peructpanud B COIHMAJIBHON CETH HEOOXOAMMO UCIIOJIH30BATh
CJIOKHBIE TApOJIH, COCTOSIINE U3 OYKB U U(P U C KOJUYECTBOM 3HAKOB HE MEHEE
8;

7. Jns  couuanbHOW CEeTH, MOYThl M JPYIMX CalTOB HEOOXOIUMO
UCIIOJIB30BaTh pa3Hbie Mapoyid. Toraa eciu TeOsi B3JIIOMAOT, TO 3JI0YMBIILICHHUKH
MOJIy4Yat JOCTYM TOJBKO K OJITHOMY MECTY, a HE BO BCE Cpa3y.

DIIEKTPOHHBIE ICHBIH

DONEeKTPOHHBIE JIEHBIW - ATO OYE€Hb YAOOHBINH CIOCOO TUIATEeXEH, OJIHAKO
CYIIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3T JICHBIU.

DJIEKTPOHHBIE JICHBI'U MOSABUIIUCH COBCEM HEJABHO M MMEHHO M3-3a 3TOr'0 BO
MHOTHX TOCYJIapCTBaX JI0 CUX MOP HE MPOMMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (YHKITMOHUPYIOT M O HUX YK€ MPOMUCAHO B 3aKOHE, TJIe
WX pa3JesioT Ha HECKOJbKO BUJOB - AHOHMMHBIC W HE aHOHUMHbIE. PazHuna B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peIiacTcsi MPOBOIUTH omneparuu 6e3
UCHTU(DUKAIIMY TTOJTh30BATEIsI, @ B HCAHOHUMHBIX WJACHTU(UKAIIUS TTOJTH30BaATEIIS
ABIIAETCS 0053aTENBHOM.

Taxxe cienyer pasnuyarh dJIEKTPOHHBbIE (UATHBIE JEHBIUM (paBHbI
rOCy/IapCTBEHHBIM BaJIIOTaM) M JJIEKTPOHHBIE He(pUATHbIE JI€HbIUW (HE DPaBHBI
rOCYJapCTBEHHBIM BAIIOTaM ).

OcHOBHBIE COBETHI O 0€30IaCHOM padoTe C MEKTPOHHBIMU JEHBIAMMU:

1. TlpuBsku K cueTy MOOWIBHBIM TelnedoH. ITO caMblil yIOOHBIM H
OBICTPBIN CIOCOO BOCCTAaHOBUTH JOCTYNl K cuery. llpuBsizanHbiii TenedoH
IIOMOJKET, €CIM 3a0yJelnib CBOM IUTATe)KHBIM TapoJib WIIM 3aiJIelllb Ha CaWT C
HE3HAKOMOTI'O YCTPOMCTBA;

2. Hcnonw3yil omaHopazoBble mnaposu. llocie mnepexona Ha YCHICHHYIO
aBTopu3aiuio Tebe yke He OyneT yrpoXaTh OMACHOCTh KPaKW WIM TIepexBaTta
IJIATEAKHOTO MapoJis;

3. Boeibepu cioxubiii mapoinb. [IpecTynmHukam OyAeT HE MPOCTO Yraaarh
CJIO>KHBIN MapoJib. HasiesxxHple maposu - 3T0 mapoJiv, KOTOPBIE COJEPKAT HE MEHEE
8 3HAKOB W BKJIIOYAIOT B CeOsl CTPOYHBIE W TIPONMUCHBIE OYKBBI, IUMPH U
HECKOJIbKO CUMBOJIOB, TAKME KaK 3HaK Jojuiapa, (yHTa, BOCKIMIATEIbHBIA 3HAK U
T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIC HA CAUTAX, KOTOPBIM HE JOBEPSCIIb.

DJIeKTpOHHAsI TTo4Ta

DNEKTPOHHAs MOYTa - 3TO TEXHOJIOTUS U MPEJOCTABIsIEMbIE €10 YCIYTH MO
MEPEChUIKE U MOJYYCHHUIO 3JIEKTPOHHBIX COOOIEHUH, KOTOPhIE paclpeieiaioTCs B
KOMIIbIOTepHOU CceTH. (OOBIYHO JJIEKTPOHHBIM TMOYTOBBIM SIITUK  BBITJISIAUT
CeAyIomKUM 00pa3oM: UMsI_TOJIb30BaTeNs (@WUMs_noMeHa. Takxke KpoMe neperadu
MIPOCTOr0 TEKCTA, UMEETCSI BO3MOXXHOCTh MepeaaBath (pailibl.

OcCHOBHBIE COBETHI IO O€30IMacHOM paboTe ¢ IIEKTPOHHOM MOYTOM:



1. Hago BbIOpaTh mnpaBWIBHBIA IOYTOBBIA cepBUC. B uHTEpHETE €CTh
OTPOMHBII BEIOOp OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYUIIIE TIOBEPATH TEM,
KOI'0 3Haellb U KTO IIEPBBIA B PEUTHUHIE;

2. He yka3bIBail B IMYHOM MMOYTE JIMYHYIO HHPopMauuto. Hanpumep, mydine
BbIOpaTh "My3bIKanbHbIA_(haHat@" umm "pok2013" BMecto "temall";

3. Hcnonb3yil NBYXATalHYH aBTOPHU3ALMIO. DTO KOIAAa IMOMHUMO HapoJs
HY>KHO BBOJUTH KOJI, IPUChUIAEMBII 10 SMS;

4. Be1b6epu CJI0OXKHBIN apodib. /{715 KaXI0ro mMOYTOBOTO SIIUKA JOJKEH ObITh
CBOW HAJECKHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTb BO3MOXHOCTh HamucaTb CaMOMY CBOM JIMYHBIA BOIPOC,
UCITIONIB3YH 3Ty BO3MOKHOCTB;

6. HMcnonb3yil HECKOJBKO TMOYTOBBIX SIIUMKOB. IlepBhIil myisi 4acTHOMU
NEPENUCKHU C apecaTaMu, KOTOPbIM Thl JIOBEPSACIIb. JTO AJIEKTPOHHBIN aJpec HeE
HaJI0 MCIIOJIb30BaTh MPH PErucTpaluu Ha (hopyMax U caitax;

7. He oTkpbiBail ¢aiiabl U IApyrue BIOKEHHUS B MHUChMax, JaXXe €CIIU OHU
OPUIUIA OT TBOUX Jpy3el. Jlydiie yTouHM y HHUX, OTIPABIISUIA JU OHU TeOe ITH
Gaiiibr;

8. Tlocne oxoHuyaHusi pabOTHl Ha IMOYTOBOM CEpPBHUCE IMEpei] 3aKPhITHEM
BKJIQJIKU C CAUTOM He 3a0y/ib Ha)KaTh Ha "BeiiTu".

KubepOymuHr nin BUPTyaibHOE U3€BATEIBCTBO

KubepOymmuar -  mpeclieoBaHUE  COOOIICHUSIMHU,  COJIEpIKAIUMHU
OCKOpOJIeHHS], arpeccuio, 3aIyTrMBaHUE; XYJIUTaHCTBO; COLIMAIbHOE
OOWKOTHPOBAHHUE C TTOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 O0pbOe ¢ KHOSPOYITHHTOM

1. He Gpocaiics B 60i. JIydmuii crmoco6: mocoBeTOBAaThCS Kak ceOsl BECTH H,
€CJIM HeT TOro, K KOMY MOYKHO OOpaTUTHCs, TO BHaYalle yCIOKOUThCA. Ecim ThI
HAYHEIIb OTBEYATh OCKOPOJICHUSMH Ha OCKOPOJICHHs, TO TOJBKO €Ie OOJbIIe
Pa30XKKEITh KOH(PIIHUKT;

2. Ympagisit cBoeit kubeppemnyTaiuei;

3. AHOHUMHOCTb B ceTH MHHMas. CyIIeCTBYIOT CIIOCOOBI BBISICHHTH, KTO
CTOUT 32 aHOHUMHBIM aKKayHTOM,;

4. He cTouT BecTH XyJIHUTraHCKUU 00pa3 BUPTyadbHOU XU3HU. MHTEpHET
¢ukcupyeT Bce TBOW JEHCTBUS U COXpPAHSET UX. YJAIUTh UX OYyIeT KpaiiHe
3aTPYAHUTEIBHO;

5. Cobmroail CBOIO BUPTYAIbHYIO YECTh CMOJIOAY;

6. UWrHopupyii enuHWYHBIM HeraTuB. OJXHOpPa30BBIE OCKOPOWUTEIBHBIC
cooOleHusl Jyduie urHopupoBaTb. OOBIMHO arpeccus NpeKpamaercs Ha
HayvaJbHOM CTaJINH;

7. ban arpeccopa. B mporpamMmmax odMeHa MTHOBEHHBIMU COOOIIEHUSMH, B
COI[MAIBHBIX CETSAX €CTh BO3MOXHOCTH OJIOKMPOBKH OTIIPABKH COOOIIEHUN C
ONPENIEIICHHBIX aJPECOB;

8. Ecnu TbI cBUaETENnb KNOEpOyIuHra. TBOM NEHCTBUS: BBICTYNIUThH MPOTUB
npecieaoBaTes, MoKa3aTh €My, 4YTO €ro JEWCTBHUS OIIEHUBAIOTCS HEraTUBHO,
MOAJICPKATh KEPTBY, KOTOPOH HYX HA IICUXOJIOTMYECKas IMOMOIIb, COOOIIUTH
B3pPOCJIBIM O (paKTE arpeCCUBHOIO IMOBEJICHUS B CETH.



MoO6unbHBIN TenepoH

CoBpemeHnHble cMapThOHBI U TJIAHIIETHI COAEPKAT B ceOe BIIOJHE B3POCTbII
GyHKIMOHANI, W TENneph OHM MOTYT KOHKYPUPOBATh CO CTallMOHAPHBIMU
KoMmmbloTepamu. OTHaKO, CPEACTB 3aIUTHI JJIsl TOJOOHBIX YCTPOMCTB MOKA OUYECHB
Mano. TecTupoBaHME W TIOWCK YSI3BUMOCTEH B HHUX TMPOUCXOJUT HE TaK
MHTEeHCHUBHO, Kak j1s [1K, To e caMmoe kacaeTcsi U MOOMIIBHBIX MPUIIOKEHUH.

CoBpeMeHHbIE MOOWJIbHBIE  Opay3epbl YK€ TNPAKTUYECKH JOTHAJIU
HACTOJBHBIE aHAJIOTH, OJHAKO paciiupeHre ¢GyHKIMOHAIA BJICYET 3a COo0oH
OOJIBIIYIO CIIO)KHOCThH U MEHBIIIYIO 3aITUIIIEHHOCTb.

Jlanexko He BCe MPOU3BOJMTENIA BBIMYCKAIOT OOHOBJICHUS, 3aKpPHIBAIOIINE
KPUTHUUYECKHUE YSI3BUMOCTH JJIsl CBOUMX YCTPOMCTB.

OcHOBHBIE COBETHI JJIs1 0€30MMaCHOCTH MOOUIIBHOTO TeleoHa:

Huuero He sBisieTcst mo-HacrosieMy OecriiaTHbIM. Bysb ocTOposkeH, Bedb
Korja te0e mpeayiaraloT O0ecrylaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-
TO TUIATHBIC YCIYTH;

Hdymaii, npexae uem oTnpaButh SMS, ¢oro unu Bugeo. Thl TOUHO 3HACIIb,
r7ie OHM OYyJyT B KOHEYHOM UTOTE?

Heo6xo01uMo 00HOBIATE ONIEPAIIMOHHYIO CUCTEMY TBOETO cMapT(]oHa;

Hcnonws3yii aHTUBUPYCHBIE MPOTPAMMBI JIJIsI MOOWIIBHBIX TEIE(OHOB;

He 3arpyxait mpuioxeHusi OT HEM3BECTHOTO HMCTOYHUKA, BEAh OHU MOTYT
coJiepKaTh BPEeIOHOCHOE MPOTrpaMMHOE 00eCIIeUeHHE;

[locnie Toro Kak ThI BBIAJEIIL C CalTa, T/I€ BBOJAWI JIMYHYIO WH(OPMAIIHIO,
3aiiIM B HACTPOMKU Opay3epa u yaaiu cookies;

[lepuoanyecku npoBepsii, KaKue IIaTHbIE YCIYTd aKTUBUPOBAaHbI HA TBOEM
HOMEDE;

JlaBaii cBOWl HOMEp MOOMJIBHOTO Tele(OHAa TONBKO JIOJASM, KOTOPBIX ThI
3Haellb U KOMY JOBEPSIEUIb;

Bluetooth ngomkeH OBITH BHIKIIIOYEH, KOTJa Thl UM HE MOJb3yemibes. He
3a0bIBail MHOT]A TIPOBEPATH ITO.

Online urpsl

CoBpeMeHHbIE  OHJAWH-UTPBI - OATO  KPACOUYHBIE, 3aXBaThIBAIOIINE
pa3BiiedeHUs, OOBEIUHSIIONINE COTHU ThICSY 4YEOBEK MO BceMy mupy. Urpoku
WCCJEAYIOT TaHHBIH UM MHp, OOINAIOTCS APYT C APYTOM, BBITIONHSIOT 3a/JaHMS,
CpakaloTCd C MOHCTpaMU U TOJIYYalOT ONBIT. 3a YIOBOJIBCTBUE OHU IJIATAT:
MOKYMAIOT AUCK, OTNIAYMBAIOT a00OHEMEHT WJIM MPUOOPETAIOT KaKKe-TO OIIIUH.

Bce 3tH cpenctBa uayT Ha NOJAAEpKaHUE U PA3BUTUE UTPBI, a TAK)XKE HA cCaMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHCTEMBI aBTOPHU3AllUU, BBHIMTYCKAIOTCS HOBBIC
natun (U poBbIe 3aTUTATKHU JJIS POTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX Wrpax CTOWT omacarbCcsi HE CTOJBKO CBOMX COIEPHUKOB,
CKOJIbKO Kpa)X TBOEro MapoJii, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3ALIUU
OOJIBLIIMHCTBA UTP.

OcHOBHBIE COBETHI 110 OE30MaCHOCTH TBOETO UTPOBOTO aKKayHTA!

1. Eciim npyroit urpok BeleT ceOs MI0X0 WK CO3/JaeT TeOe HeMPUATHOCTH,
3a0JIOKHPYH €ro B CIUCKE UTPOKOB;



2. ITloxamyiicss agMHHHMCTPATOpaM MWIPbl HA IUIOXOE€ IOBEACHHUE 3TOTO
UTPOKA, KENATEIbHO MPUIIOKUTh KaKUE-TO J0KAa3aTENbCTBA B BUJE CKPUHOB,;

3. He yka3biBaii TMUHYI0 HHQOpPMALIUIO B TIpO(daiisie urpsl;

4. YBaxall Ipyrux y4aCTHHKOB I10 UTPE;

5. He ycranaBnuBaii HeouImaibHble TATYU U MOJIBI;

6. Mconp3yii CII0KHBIE U pa3HbIE TAPOJIN;

7. Jaxe BO BpeMs Wrpsl HE CTOUT OTKIIOYaTh aHTHUBUpYC. [loka T
UTpaeIlb, TBOW KOMITBIOTEP MOTYT 3apa3uTh.

OUIIMHT WM Kpaka TUIHBIX JTAHHBIX

OOBIYHOM Kpakel JEHET W JJOKYMEHTOB CETOJHS y)K€ HUKOTO HE yJIMBHIIb,
HO C pa3BUTHEM HHTEPHET-TEXHOJOTHH 3JIOYMBINUJICHHUKH TEePEeMECTUIIUCH B
UHTEPHET, U MPOJ0JIKAIOT 3aHUMAThCS "MI0OUMBIM" 1€JIOM.

Tak mosiBUIach HOBas yrposa: HWHTEPHET-MOIICHHMYECTBA WM (DUIIMHT,
rJIaBHAsl I€7b KOTOPOTO COCTOMT B TMONYYCHHH KOH(DHICHIIMATBHBIX JTaHHBIX
noJib30BarTesiell - JIOrMHOB U mapoiieid. Ha anrmmiickom si3bike phishing yuTaercs
kak ¢umuHr (ot fishing - peiOHas g0, password - mapoib).

OcHOBHBIE COBETHI IO 0OpbOE C (PUITUHTOM:

1. Cnenau 3a cBOMM akkayHTOM. Eciu Thl mojo3peBaeliib, 4TO TBOSI aHKETa
Obla  B3JIOMaHa, TO HEOOXOoOMMO  3a0JIOKMpOBaTb €€ U COOOIIUTH
aIMUHUCTPATOpaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Vcnonw3y#t Ge3omacHbie BeO-CalThl, B TOM YHCIIe, HHTEPHET-Mara3uHoB U
MIOMCKOBBIX CUCTEM;

3. Ucnonb3yil crnokHble U pa3Hble mapoiu. Takum obOpazom, ecinu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH TMOJy4aT AOCTYN TOJBKO K OJHOMY TBOEMY
npo(dUITIo B CETH, a HE KO BCEM;

4. Ecnu Tebs B3IOMaiM, TO HEOOXOAMMO TMPEAYNPEAUTh BCEX CBOMX
3HAKOMBIX, KOTOpbIE J00aBICHBI Y T€Os B APY3bAX, O TOM, YTO TeOS B3JIOMaJH H,
BO3MOKHO, OT TBOETO UMEHHU OYJIET pacChlaThCs CIlaM U CCHUIKM Ha (DUIIIMHTOBBIC
CaAWTHI;

5. YcranoBu HaaexHsbIi napons (PIN) nHa MoOunbHbI Tenedon;

6. OTKII0YM COXpaHEHHUE TapoJis B Opaysepe;

7. He oTkpbiBaii (pailibl U Ipyrue BIOKEHHS B MHChbMAaX, Ja)Ke €CIU OHH
MPUIILIA OT TBOUX Apy3el. Jlydie yTouHW y HUX, OTIPABISIN JTU OHU TeOe 3TU
(aitnbl.

[udposas penyranus

[udposas penyrammsi - 3TO HEraTUBHAS WM MO3WTHBHAS WHGOpMAIHS B
cetn o Tebe. Kommpomerupyromas wHpOpManus, pa3MelieHHass B WHTEPHETE,
MOXKET CEpPhE3HBIM 00Pa30M OTPa3UThCS HA TBOEH peanmbHOU xu3HU. "lludposas
penytanus" - 3TO TBOH UMUK, KOTOPBIM GopMupyercs u3 uapopmaiuu o tede B
UHTEpHETE.

TBoe MecTo KUTENbCTBA, Y4eObl, TBOE (PMHAHCOBOE TOJOKEHHUE,
0COOEHHOCTH XapaKTepa M paccKasbl O OJIM3KHUX - BCE 3TO HAKATIMBAETCS B CETH.

MHoTHe TOAPOCTKH JIETKOMBICJICHHO OTHOCITCS K MyOJUKAIMU JIMIHOU
uHopmanu B MHTEpHETE, HE MOHUMAsi BO3MOXHBIX MOCHeACTBUU. Thl naxke He



CMOJKEIb JOTafaThCsl O TOM, 4TO (oTorpadus, pa3MeleHHas 5 JIeT Ha3ajl, cTaia
MIPUYMHOM OTKa3a MPUHATH TeOsI Ha padoTy.

KomMmmenTapuu, pasmenienre TBoux Gororpaduii u apyrue AeHCTBHUS MOTYT
HE HCYE3HYTh JaK€ IOCJE TOro, Kak Thl WX YyJaiauiib. Thl HE 3HaeWb, KTO
COXpaHWI 3Ty HWHPOPMALMIO, TMoNajga JU OHA B I[OUCKOBBIE CHCTEMBI H
COXpaHWJIACh JM OHA, a TJABHOE: YTO MOAYyMAalT O TeOe OKpYXalollue JIOAH,
KOTOpbIe HAaWAYyT U YBUIAAT 3T0. HaliTu mH(OpMaLuio MHOTO JIET CIYCTS CMOKET
J000M - Kak U3 100pbIX NOOYKIEHUN, TaK U ¢ HAMEPEHUEM NPUYUHUTH Bpel. ITO
MOXET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI MO 3a1uTe HU(POBOM permyTanuu:

1. [Togymaii, mpexxe yeM 4To-TO MyOIMKOBATh U NepeaaBaTh y ce0s B Ojore
WIN B COLMAJIbHOM CETH;

2. B nactpoiikax npoduiisi yCTaHOBU OTpaHUYEHHs] HA TPOCMOTP TBOETO
pouIIst U €ro COAEPKUMOTO, Ceail ero ToJIbKO "Ijs apy3ei';

3. He pa3memaii 1 He yka3blBail HHPOpPMAIIMIO, KOTOpask MOXKET KOro-irdo
OCKOPOJIATh HIJIK OOMKATb.

ABTOpCKOE MPaBo

CoBpeMeHHBIE IIKOJIBHUKA - aKTHUBHBIE IMOJIb30BaTENH  LU(POBOTO
npoctpaHcTBa. OJHAaKO JaleKo HE BCE 3HAKOT, 4YTO I[OJb30BAHUE MHOTHUMH
BO3MOXKHOCTAMH  IudpoBoro  Mupa TpeOyeT  CcOOJIOJeHUuss TMpaB  Ha
MHTEIJIEKTYaIbHYI0 COOCTBEHHOCTD.

Tepmun "uHTEMIEKTyaJdbHas COOCTBEHHOCTH"' OTHOCHUTCA K Pa3JIMYHBIM
TBOPEHHSIM YEJIOBEYECKOT0 yMa, HAauWHAas C HOBBIX H300pETEHUN U 3HAKOB,
0003HayaroMMX COOCTBEHHOCTh HAa MPOAYKTHI M YCIYTH, U 3aKaHYMBask KHUTAMH,
dotorpadusimu, KUHODUIBMAMU U MY3bIKAJIbHBIMU TPOU3BEACHUSIMHU.

ABTOpCKHE TpaBa - ATO MpaBa HA MHTEIUIEKTYallbHYI0O COOCTBEHHOCTH Ha
IPOU3BENICHHS HAYKH, JIUTEPATYpPbl U UCKYCCTBA. ABTOPCKHUE IpaBa BBICTYMAIOT B
KayecTBE TapaHTUU TOTO, YTO HWHTEJUICKTYaJbHBIN/TBOPUECKHUN TPyl aBTOpa HE
OyIeT HampacHbIM, JacT €My CIpaBeIJUBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ysbTaTax CBOETO TPyHa, MOJYyYWTh HM3BECTHOCTh W Tpu3HaHue. Hukro 6e3
paspelIeHnss aBTOpa HE  MOXKET  BOCHPOU3BOAUTH  €ro  IPOU3BEACHUE,
pacnpocTpaHsITh, NyOJUYHO JAEMOHCTPUPOBATH, MpoOAaBaTh, HMIIOPTUPOBATH,
MyCKaTh B MPOKAT, IMyOJMYHO HCIOJHATH, MOKA3BIBATH/UCIIONHATh B dUPE WIH
pa3mewars B IHTEpHETE.

Hcnonb3oBanue "mupatckoro" MPOTPaMMHOTO  OOECNEYeHHS  MOXKET
MPUBECTH K MHOTMM pHUCKaM: OT MOTEpH [AHHBIX K TBOMM AakKKayHTaM [0
OJIOKUPOBKHM TBOETO YCTPOMCTBA, I/le¢ YCTAaHOBJIEHA HejeraibHas mporpamma. He
CTOUT TaKXe 3a0bIBaTh, YTO CYILECTBYIOT JIEraJbHbIE U OECIUIaTHBIE MTPOrPaMMBlI,
KOTOPBIE MOKHO HAUTHU B CETH.

O nopraie

CeteBH4OK.pd - TBOM IJIaBHBIN COBETUYUK B CETU. 37€Ch Thl MOXKEIIb Y3HAThH
0 0€30IMaCHOCTH B CETH MOHSATHBIM U JOCTYIHBIM SI3bIKOM, @ IPU BO3HUKHOBEHHUU
KPUTUYECKON CHUTyalluu OOpaTUThCS 3a COBETOM. A TakKe NPUHATH Y4acTHE B
KOHKYpCaX U CTaTh CaMbIM HU(PPOBBIM IrpaxgaHUHOM !



